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It’s no longer a secret: social 
media content has become a gold 
mine of evidence for lawyers.  

Wall posts, photos, tweets, comments, badges, pokes, 
messages, instant messages, likes, location trackers 
and connections all can reveal a lot about a plaintiff, a 
criminal defendant, a witness or a company.  And for 
good reason: most social media users don’t imagine 
that their private and not-so-private posts could become 
fodder for inquiry in the courtroom.   

In the face of all of this social media evidence, what 
are the ethical restrictions on lawyers’ collection and use 
of this evidence in litigation?  Can they go after it by 
any means possible?  What about judges?  Are they free 
to tweet and interact with counsel who appear before 
them?  This article addresses some of the emerging 
ethical considerations for legal counsel and the judiciary 
when it comes to their use of social media.   

LimitsonDiscovery:SnoopAway,ButDon’t
Deceive

In many law offices it has become commonplace for 
a lawyer or his staff to search online for information 
about the parties and key witnesses.  Savvy lawyers 
do more than run a Google search; they explore the 
publicly available portions of social-networking sites 
such as Facebook, LinkedIn, Pinterest and Instagram.  
Depending on the strength of the user’s privacy settings, 
these pages will often reveal a 
great deal of information such 
as the individual’s location, 
job, affiliations, what he or she 
“likes,” photographs and with 
whom he or she associates (i.e., 
his or her 755 closest Facebook 
friends).  

In recent years, local bar 
associations have issued 
ethics opinions addressing the limitations for counsel 
collecting evidence contained on social networking 
sites.  With some variances, these bar associations have 
generally adopted the position that lawyers are free to 
troll the publicly available portions of social media sites 

for helpful evidence, but may not deceive when doing 
so.  Opinions include the following:

• Philadelphia Bar Association, Ethics Op. 2009-02 
(March 2009) (attorney’s agent could not attempt 
to “friend” a third-party witness because the action 
was deceptive—i.e., the attorney’s agent did not 
plan to reveal his affiliation with the attorney—
but the attorney could attempt to friend the witness 
himself, using his real name, as that would not 
constitute “conduct involving dishonesty, fraud, 
deceit or misrepresentation”).

• N.Y. State Bar Association, Ethics Op. 843, 
2010 WL 3961381 (Sept. 10, 2010) (lawyers 
may access another party’s social media site for 
potential impeachment material “as long as the 
party’s profile is available to all members of the 
network and the lawyer neither ‘friends’ the other 
party nor directs someone else to do so”). 

• San Diego County Bar Association, Legal Ethics 
Op. 2011-2 (May 24, 2011) (“We have concluded 
that [the ethical rules] bar an attorney from making 
an ex parte friend request of a represented party.”).  

• Oregon State Bar Legal Ethics Comm., Op. 2013-
189 (Feb. 2013) (adopting the consensus view that 
a lawyer may always access “publicly available 
information,” but also noting that under Oregon 
ethics rules a lawyer “may advise or supervise 

another’s deception to 
access a person’s nonpublic 
information on a social 
networking website” as 
part of an investigation into 
unlawful activity).  

Thus, in line with well-
established legal-ethics 
principles, the emerging 

majority rule is that a lawyer or a third party hired by 
the lawyer may not send a friend request pretending 
to be someone else in order to gain broader access to 
an individual’s social-networking site.  And even if a 
lawyer uses his real name and sends a friend request, as 
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permitted in New York, he may not send such a request 
to a party represented by counsel (as this would violate 
the ethical rule prohibiting a lawyer from engaging 
in direct communications with a party represented by 
counsel).  Counsel is also well advised to limit online 
sleuthing to publicly available sites and should not 
attempt to gain access to password-protected sites.2

AdvisingClients:PreserveSocialMedia
Evidence,Don’tDestroyIt

From a document-preservation standpoint, evidence 
contained on social media is no different than the 
evidence contained in personal computers, email 
accounts and file cabinets—if a party is in litigation 
or if there is the threat of pending litigation, relevant 
documents must be preserved.  Counsel has both ethical 
and legal obligations to ensure that relevant evidence is 
preserved and not destroyed.  

While counsel can certainly advise their clients to 
shore up their social media privacy settings to avoid 
giving their opponents a shot at “free discovery,” 
as soon as document-preservation obligations are 
triggered, parties may not “clean up” their social media 
accounts by deleting photos and posts, unliking pages, 
or defriending friends.  Depending on the context, such 

conduct could amount to spoliation and subject a party 
and his counsel to sanctions.  

One personal-injury plaintiff and his lawyer learned 
this in a very public way.  In Lester v. Allied Concrete 
Company, the plaintiff’s lawyer and his staff instructed 
the plaintiff to “clean up” his Facebook page because “we 
don’t want any blowups of this stuff at trial.”  In response 
to these directions, the plaintiff deleted certain relevant 
posts.  As punishment for the discovery misconduct, a 
Virginia trial court gave an adverse-inference instruction at 
trial and sanctioned the plaintiff $180,000 and his counsel 
$542,000.3  The plaintiff, however, prevailed on the merits 
at trial and won a $9,677,000 verdict against the defendants.  
On appeal, the Virginia Supreme Court did not review the 
sanctions award and upheld the jury’s verdict.4 

Just last month, in Gatto v. United Air Lines, Inc., 
a New Jersey federal court sanctioned a personal-
injury plaintiff for deactivating his Facebook account 
(resulting in deletion of the account) and concluded 
that the plaintiff had spoliated evidence.5  Although 
declining to award monetary sanctions, the court found 
that the plaintiff failed to preserve relevant evidence 
and that the defendants would be entitled to an adverse-
inference jury instruction at trial.  While the instruction 
likely won’t make or break the case for either side, it 
could make a difference in a close case.
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One can certainly imagine cases in which the 
sanctions could be much more severe, or in which the 
plaintiff would not have made it to a jury because of 
the spoliating misconduct.  The point remains: relevant 
documents and data contained on social media that are 
subject to document-preservation obligations should 
be preserved and not deleted, deactivated or otherwise 
“cleaned up.”  

WhenTweeting,JudgesMustAvoidImpropriety
andtheAppearanceofImpropriety

For judges, the ethical issues are different.  Unlike 
lawyers, judges are not in the business of unearthing 
evidence that is helpful to one party or the other; rather 
they oversee and decide cases based on the record before 
them.  But judges are human, and many have taken to 
social media.  

Among other ethical limitations, judges must 
avoid the appearance of impropriety, avoid ex parte 
communications, and otherwise ensure compliance with 
judicial ethics.   Social networking has not changed 
these general principles but has raised additional 
questions about how these rules apply online, where 
communications are in writing and may be available for 
many to see for years to come.  

According to the National Center for State Courts, 
at least nine jurisdictions have issued judicial ethics 
advisory opinions addressing the use of social media by 
judges, including opinions issued by California, Florida, 
Kentucky, Maryland, Massachusetts, New York, Ohio, 
Oklahoma and South Carolina.  California’s Formal 
Opinion No. 66 states that a judge may not include 
lawyers who have a case pending before the judge in 
the judge’s social network.  Oklahoma’s Judicial Ethics 
Opinion 2011-13 goes even further and states that judges 

should not make connections with law enforcement, 
social workers and attorneys who regularly appear 
or are likely to appear in court in an adversarial role.  
Citing Kentucky’s Judicial Ethics Opinion JE-119, 
the Oklahoma opinion notes: “A Judge must accept 
restrictions on the Judge’s conduct that might be viewed 
as burdensome by the ordinary citizen and should do so 
freely and willingly.”  

Most recently, the ABA issued Formal Opinion 
13-462 entitled “Judge’s Use of Electronic Social 
Networking Media” (Feb. 21, 2013).  Formal Opinion 
462 permits a judge to socialize online as long as she 
complies with her ethical obligations, noting: “A judge 
may participate in electronic social networking, but as 
with all social relationships and contacts, a judge must 
comply with relevant provisions of the Code of Judicial 
Conduct and avoid any conduct that would undermine 
the judge’s independence, integrity, or impartiality, or 
create an appearance of impropriety.”  And although the 
ABA opinion leaves open the possibility that judicial 
officers can be Facebook friends or connected to lawyers 
appearing before them, such connections may trigger 
disclosure or disqualification concerns.    

At the end of the day, judges should be aware of the 
applicable ethical rules in their particular jurisdiction 
and understand the limitations imposed on them by their 
unique role in the legal system.  

Conclusion

As it becomes easier for litigants, lawyers and 
judges to interact online, the data produced by social 
networking will continue to be used as evidence in the 
courtroom.  Counsel and judicial officers alike are well 
advised to consider the ethical limitations when using 
social media.     

1   Joel P. Schroeder is a senior associate in the nationwide labor and employment practice of Faegre Baker Daniels LLP.  From the firm’s Minneapolis office, he primarily litigates 
discrimination, non-compete, trade-secret and other employment matters.  Joel can be reached at 612-766-8860 or joel.schroeder@FaegreBD.com.
2   It is an open question, however, whether law enforcement and government investigators are similarly restrained by these ethical rules. To date, courts generally have not questioned 
government agents creating false online identities or using cooperating witnesses to give them access to information contained on social networking sites.  See, e.g., United States v. 
Robinson, No. 0:11-cr-00380, Docket No. 34, at 4, n.2 (D. Minn. Mar. 16, 2012) (law enforcement created false identity and became Facebook friends with the defendant, “which 
permitted [the government] to view [defendant’s] name and photo on his Facebook account”); United States v. Phillips, No. 3:06-CR-47, 2009 WL 1918931, *7 (N.D. W.Va. July 1, 
2009) (government “created an undercover user profile on www.myspace.com”).
3   Lester v. Allied Concrete Co, No. CL.08-150, 2011 WL 8956003 (Va. Cir. Ct. Sept. 1, 2011), available at http://valawyersweekly.com/vlwblog/files/2011/09/Lester-Hogshire-
order.pdf (last accessed Apr. 1, 2013).     
4    Allied Concrete Co. v. Lester, 736 S.E.2d 699 (Va. 2013).  
5    Gatto v. United Air Lines, Inc., No. 10-cv-1090-ES-SCM, 2013 WL 1285285 (D. N.J. Mar. 25, 2013).  

http://www.westlaw.com/find/default.wl?ft=Y&db=0003208&rs=ap2.0&rp=%2ffind%2fdefault.wl&serialnum=0386230583&fn=_top&findtype=Y&vr=2.0&wbtoolsId=0386230583&HistoryType=F
http://www.westlaw.com/find/default.wl?ft=Y&db=0003208&rs=ap2.0&rp=%2ffind%2fdefault.wl&serialnum=0386230583&fn=_top&findtype=Y&vr=2.0&wbtoolsId=0386230583&HistoryType=F
http://www.westlaw.com/find/default.wl?ft=Y&db=0003208&rs=ap2.0&rp=%2ffind%2fdefault.wl&serialnum=0386230583&fn=_top&findtype=Y&vr=2.0&wbtoolsId=0386230583&HistoryType=F
http://www.westlaw.com/find/default.wl?ft=Y&db=0003208&rs=ap2.0&rp=%2ffind%2fdefault.wl&serialnum=0386230583&fn=_top&findtype=Y&vr=2.0&wbtoolsId=0386230583&HistoryType=F
mailto:joel.schroeder@FaegreBD.com
http://www.westlaw.com/find/default.wl?ft=Y&referencepositiontype=S&rs=ap2.0&rp=%2ffind%2fdefault.wl&serialnum=2019291988&fn=_top&referenceposition=7&findtype=Y&vr=2.0&db=0000999&wbtoolsId=2019291988&HistoryType=F
http://www.westlaw.com/find/default.wl?ft=Y&referencepositiontype=S&rs=ap2.0&rp=%2ffind%2fdefault.wl&serialnum=2019291988&fn=_top&referenceposition=7&findtype=Y&vr=2.0&db=0000999&wbtoolsId=2019291988&HistoryType=F
http://www.myspace.com
http://www.westlaw.com/find/default.wl?ft=Y&db=0000999&rs=ap2.0&rp=%2ffind%2fdefault.wl&serialnum=2028566482&fn=_top&findtype=Y&vr=2.0&wbtoolsId=2028566482&HistoryType=F
http://valawyersweekly.com/vlwblog/files/2011/09/Lester-Hogshire-order.pdf
http://valawyersweekly.com/vlwblog/files/2011/09/Lester-Hogshire-order.pdf
http://www.westlaw.com/find/default.wl?ft=Y&db=0000711&rs=ap2.0&rp=%2ffind%2fdefault.wl&serialnum=2029625318&fn=_top&findtype=Y&vr=2.0&wbtoolsId=2029625318&HistoryType=F
http://www.westlaw.com/find/default.wl?ft=Y&db=0000999&rs=ap2.0&rp=%2ffind%2fdefault.wl&serialnum=2030256828&fn=_top&findtype=Y&vr=2.0&wbtoolsId=2030256828&HistoryType=F

